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This personal security and privacy self-audit was created by Neal 
O’Farrell, one of the world’s leading personal security and privacy 
experts.  The purpose of the audit is simply to help you see yourself 
in the way a hacker or identity thief might see you, so you can find 
and correct any weak areas before they can be exploited.

How it works
Each question in the audit raises a security or privacy issue. Check the box if 
it’s something you feel you’ve already addressed. Below each question is an 
explanation of why the issue matters.

A few notes before you get started:

• Don’t try to complete this audit all at one time. There’s a lot to read and consider, and 
rushing through something so important can create its own risks.

• Don’t try to fix everything. Focus on the issues where you think you’re most vulnerable, 
that are most relevant to you, or that you worry about the most.

• Protect this document. Don’t store it on a computer or any other device and don’t share it 
with anyone who doesn’t need to know about it. After all, there is no sense in giving away 
your game plan.

And finally, and perhaps most important of all, make sure you refer to this document regularly. 
Good security is like spinning plates: you have to give the important items regular attention 
or something’s going to come crashing down.

Using the checklist is an easy way to remind yourself of the simple steps you need to take, 
perhaps regularly, to maximize your security, your privacy, and your peace of mind.
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A Message from Bartlett Wealth Management
Bartlett is delighted to collaborate with a world-class expert like Neal to make this 
valuable and timely resource available to all our clients.

At Bartlett, education is a key component of the collaborative process we nurture with 
all our clients, and education should not be restricted to just wealth management and 
planning.

Like it or not, cyber and privacy risks are very real. The more successful you become, 
the more likely you are to become a target, and the more you have to lose if you do fall 
victim.

Most experts agree that individual, personal security awareness is the best and least 
expensive defense. And that all starts with some simple and expert education.

We hope you’ll find time to refer to this valuable tool whenever you’re searching for 
answers. And we hope you’ll also share this free tool with your family, friends, and 
colleagues to give them the gift of peace of mind.

As always, if you have any questions or concerns around cyber and privacy risks for you 
or your family, we’re always here to help.
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About the Author
This security and privacy self-audit was created by award-winning security 
and privacy expert Neal O’Farrell and based on his experience fighting 
cybercrime and identity theft around the world for more than 35 years.

Neal is also one of the few experts who understands the unique risks faced by affluent and 
high net worth consumers. That interest started nearly a decade ago when as head of the 
non-profit Identity Theft Council Neal noticed a spike in complex identity theft cases involving 
sophisticated attackers targeting high value targets.

As head of the Identity Theft Council, Neal has counseled thousands of victims of identity 
theft and worked with hundreds of law enforcement agencies. He was a member of the 
Federal Communications Commission’s Cybersecurity Roundtable, and in 2015 was the first 
expert to receive the Eigen Award, presented by the Association of Certified Fraud Examiners 
at the headquarters of Wells Fargo in San Francisco.

He is the author of “Double Trouble – Protecting Your Identity in an Age of Cybercrime” and 
producer of the documentary “In the Company of Thieves” that included interviews with some 
of the nation’s most dangerous identity thieves.

He has appeared in numerous publications including the New York Times, the Washington 
Post, Reuters, Forbes, Fortune, the Huffington Post, the South China Morning Post and many 
others.

Neal O’Farrell
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Let’s Get Started
Have you had any personal experiences with any of the following:

Identity theft

Fraud, including credit card fraud

Data breach

Stolen data

Ransomware/malware

Phishing attempts

Cyber/data extortion

Data leakage

Device loss

Espionage

Please score each item from 1-10, with 10 being the most worrisome and 1 being not 
worried at all:

Thieves Obtaining New Credit In Your Name

Criminals using your personal information to open new lines of credit

Existing Account Fraud

Thieves committing fraud using your existing credit or debit cards

Check Fraud

Thieves stealing or printing personal or business checks

Bank Account Access, Including Investment Accounts

Hackers accessing your accounts and transferring funds out, possibly through the 
compromise of login information
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Real Estate Fraud

Criminals using your information or identity to conduct fraudulent real estate 
transactions

Tax Fraud

Criminals using your identity to file fraudulent tax returns and obtain tax refunds

Medical Identity Theft

Criminals using your identity to help pay for healthcare or medical procedures, or to 
obtain prescription medications

Exposure of Health Records

Your personal health records or those of your family exposed in the data breaches

Exposure of Political Activities, Affiliations, Donations And Support

Criminals discovering and sharing or exploiting your political views, activities, or 
donations

Family Identity Theft

Identity thieves obtaining and exploiting the identities of one or more family 
members

Family Privacy Issues

Personal or family information or secrets being exposed online

Leakage of Personal (Including Relationship) Secrets

Hackers accessing and sharing your personal secrets and discussions

Leakage of Business Secrets

Criminals accessing sensitive business or corporate information
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Leakage of Tax Secrets

Hackers accessing and/or revealing tax records or discussions

Damage to Reputation

Damage to your reputation as a result of any publicized data breach or public 
exposure of any personal information

Interruption to Business or Retirement

The possibility of devoting weeks or months to resolving a security or privacy 
incident

Employee Exploitation

Hackers exploiting your employees either to access sensitive information or to get 
access to you or your business and personal contacts

Cyber Extortion

Criminals using stolen information to extort you for money

Ransomware

Hackers infecting your computers with malware, locking files, and demanding a 
ransom
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◊	On a scale of 1-10, how concerned are you about personal security 
and privacy?

Security and privacy should be important to every consumer, because the threats to 
both have never been greater. For more affluent or high net worth consumers, the 
threat is even higher. The more you have, the more thieves want it, and it’s not just 
your stellar credit they're interested in.

Abbreviated  
Self Audit
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◊	On a scale of 1-10, how well do you think you’re doing at protecting 
your privacy and security?

This is the hard part, because most of us are either doing very little to protect our 
security and privacy, or we’re just doing it the wrong way. If you’re serious about your 
personal security, the best thing you can do is to set aside a few minutes to think 
about it - think about what you’re doing now to protect yourself and your family, and 
what you can reasonably do to make things better.

◊	Do you have a high or public profile? Are you well known locally or 
nationally?

In many cyber attacks, a victim is selected and targeted simply because they have a 
high profile and are easy to target and research. Sometimes, the attackers consider 
the target to be a trophy worth bragging about in the hacker community. The higher 
your public profile, the more careful you should be about your private life and 
information.

◊	Are you involved in politics, the arts, or philanthropy?

Studies have shown that “affluent suburbans” are at a significantly higher risk for 
identity theft than the rest of the population, and even something like playing tennis, 
skiing, or driving luxury vehicles can place you in that category.

◊	Have you taken steps to protect you and your family from identity 
theft?

Identity theft claims more than a million new victims every 30 days, one every two 
seconds, and costs businesses and consumers more than $1 billion every 30 days. 
There are lots of things you can and should do to protect yourself, including freezing 
your credit, freezing your kids’ credit, protecting your parents, guarding your mail, 
and maintaining a high level of vigilance, skepticism, and even paranoia.
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◊	Do you know what phishing is?

Phishing is one of the most common and dangerous types of cyber attacks because it's 
one of the easiest and most effective. Phishing is simply email (although sometimes 
text messages and phone calls) that contains a scam, an attachment that includes 
malware, or a link to a site that includes malware. So a little bit of creativity, some 
easily available malware and an email account are all that’s required to launch one of 
the most devastating types of cyber attack. One of the best defenses available is your 
personal vigilance. If you don’t click, the hackers lose.

◊	Do you use secure apps to exchange sensitive communications 
emails, and text messages?

There are a growing number of apps, many of them free, that will protect your text 
messages and emails from eavesdropping and surveillance. These can encrypt your 
communications so that no one can ever read them, protect anything you attach to 
the emails or texts (including photos and videos), automatically self destruct after an 
agreed-upon time, and even hide who you’re communicating with. If secrecy matters 
as much as privacy, get to know some of these apps.

◊	Do you know what ransomware is?

Ransomware is a type of malware with a very specific purpose to infect the target 
computer or device, encrypt or lock all the files on it, and demand a ransom for the 
release of that information. It is highly effective, costing individuals and businesses 
billions of dollars every year in losses. When the city of Atlanta was hit with a 
ransomware attack in 2018, the cost of the attack topped $17 million. The likely cause 
was just one click by one employee.

◊	Do you regularly talk to your employees about cyber and privacy 
risks?

Most hackers and identity thieves who target the affluent usually start by targeting 
their immediate employees. Whether it’s trying to trick them into opening an infected 
email, or simply researching what information they might be sharing about you, it’s 
vitally important that these critical employees understand why and how they might 
be targets and how to respond.



11Personal [SECURITY  + PRIVACY] Self Audit Questionnaire | Abbreviated Edition

For more information, please visit www.bartlett.thinksecurityfirst.today or call  513.621.4612.

◊	Are you careful about what you and your family post on social 
media?

The biggest risk with social media is that you share information that can be used 
by criminals to target you. Social media can give criminals greater hints about who 
you and your family are, who you’re connected to, and it can even answers to those 
secret security questions. So always be very careful about exactly what you share 
on social media. For example, if you’re going on vacation, don't mention your plans 
or post your photos until you return. That way criminals won’t be able to use that 
information while you’re away.

◊	Are you careful with all your passwords?

Most people have more passwords than they think, usually dozens. The average 
consumer has about 150 passwords. Not only does that make it more difficult to 
manage all those passwords, it increases the chances of reusing old passwords or 
using the same password for multiple sites. Being careful means making important 
passwords as strong as possible (our Password Guide explains how to do this), 
not reusing old passwords or using them for multiple sites, and always changing 
important passwords, and especially if you think they’ve been compromised.

◊	Do you always create tough, hard-to-guess passwords?

Strong passwords consist of a number of clear features, and ideally at least 10 to 
12 characters. Consider a random mixture of uppercase and lowercase letters, and 
numbers, or passwords based on a pass phrase or random sequence of words.

◊	 If you have employees, are they regularly trained to be vigilant?

The best way to reduce the risks of an employee being exploited is through security 
awareness training. Constant training and reminders are the best way to make sure 
that good security and privacy practices become second nature.
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◊	Do you know what a “business email compromise” or BEC attack 
is?

In business email compromise or CEO fraud emails, hackers will usually research 
their targets before sending very convincing emails to a targeted employee or other 
individual and requesting them to make an urgent financial transfer or payment. The 
best defense is an educated and vigilant employee who knows what these emails are, 
what they look like, and how to respond to any such request.

◊	Do you have a home office?

Make sure you protect your home office. Identity theft is the new burglary, and a 
home office tells an intruder that this is the epicenter of your personal information, 
and maybe even a back door to your business. Make sure you focus your security and 
awareness on that room.

◊	Are you familiar with cyber extortion?

Cyber extortion is a growing threat, especially for higher net worth and higher profile 
consumers. Hackers will try to steal sensitive or embarrassing information, but 
instead of selling it on the black market, they’ll demand a ransom for not making the 
information public. This is not to be confused with ransomware, which tends to be 
less targeted.

◊	How safe are your computers?

It’s not only important that every computer and device that you use has good antivirus 
and other security measures installed, but you’ve also got to make sure that all your 
security software is awake, working and updated, and that it hasn’t been disabled.

◊	How safe are your mobile devices?

Your phone and your tablet are really just compact computers that can make phone 
calls. So treat them like computers when it comes to security. Make sure you have 
good virus protection on every device, have strong passwords or biometrics, and that 
you’re always careful about how you use them and what you download to them. 
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You should also consider using one of the many free apps that can locate and even 
wipe a lost or stolen device.

◊	Do you talk to your advisors (wealth, financial, legal etc.) about 
their security measures?

Hackers will often target advisors around you as a back door to you, and those targets 
are most often wealth and financial advisors, and lawyers. That’s why it’s important to 
ask your advisors about what security precautions they take. Especially important is 
what they do to protect your information, and how often they train their employees.

◊	Are family members allowed to use your personal or work 
computers or devices?

Children can have bad habits and plenty of poor judgement while using devices with 
internet access. This can result in malware and other threats that make their way onto 
your personal or business devices, and from there into your business and beyond. 
One careless click or download is all it takes.

◊	Do you use encryption?

Encryption is usually the last and best defense for any sensitive data on your 
computers or devices. If hackers or malware make their way onto your computers 
through the Internet or a thumb drive, or if the devices are stolen, encryption will 
make the data useless. Both Apple and Microsoft operating systems now include 
free file and whole disk encryption, and there are plenty of apps and tools that will 
encrypt text messages, emails and files.

◊	Do you use password managers?

Password managers are great tools for taking the pain out of passwords. They can 
help you manage thousands of passwords, help you protect them, help make sure 
that you're always creating strong passwords, and eliminate the dangers of reusing 
old passwords. 
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◊	Do you know what a drive-by download is?

A drive-by download is a website infected by malware that sits in wait for visitors to 
simply visit that website so the malware can infect their computer. The best defenses 
are 1) be very selective about what websites you visit, and 2) make sure you’re always 
up-to-date with patches and software updates on your computers and devices.

◊	Do you use a credit monitoring or identity protection service?

While a credit monitoring or identity protection service can provide some useful 
benefits, they’re not foolproof and will actually not prevent any type of identity theft. 

The best approach is to freeze at least two credit reports, so they’re protected, and 
monitor the third. Then you’ll know if someone is trying to steal your identity and 
you can respond accordingly. Credit freezes are now free, for adults and children, in 
every state.

◊	Do you protect your mail?

Many attacks, and especially identity theft, can be very low tech. Organized gangs 
will often hire petty criminals to cruise through neighborhoods and office parks in 
search of mailboxes full of mail. The best defense is to collect your mail as soon as 
it’s delivered, and never leave mail out to be collected.

◊	Do you shred?

It’s still a great defense against crooks that will happily search through your trash in 
search of any information they can use against you. Get into the habit of shredding 
any sensitive information, at home or at work, before you dispose of it.

Bartlett Wealth Management is a Cincinnati-based wealth management firm, providing 
customized investment management and financial planning services to high net 
worth families, foundations and businesses. Bartlett takes pride in providing clients 
independent personalized fiduciary advice through a team of distinguished investment 
professionals. Learn more about us at www.Bartlett1898.com


